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Abstract. Strategies for Healthcare Disaster Management in the Context of Technology Innovation: the Case of
Bulgaria. Vazov R., Kanazireva R., Grynko T.V., Krupskyi O.P. In Bulgaria, integrating technology and innovation
is crucial for advancing sustainable healthcare disaster management, enhancing disaster response and recovery, and
minimizing long-term environmental and social impacts. The purpose of the study is to assess the impact of modern
technological innovations on the effectiveness of disaster management in health care in Bulgaria with a focus on Health
Information Systems (HIS), Telemedicine, Telehealth, e-Health, Electronic Health Records, Artificial Intelligence (Al),
Public Communication Platforms, and Data Security and Privacy. These innovations, when integrated effectively, can
significantly strengthen Bulgaria's preparedness and response capabilities, improving efficiency and reducing the
environmental footprint of disaster interventions. Collaboration with technology experts, research institutions, and
international organizations is essential for successful implementation. The research aims to assess how these technologies
can enhance disaster management efficacy, adopting a methodical approach using Systematic Literature Reviews (SLRs).
Systematic Literature Reviews (SLRs) utilize precise criteria for research selection and evaluation to reduce bias,
systematically compiling and analyzing data from various studies to offer evidence-based insights. They are crucial for
uncovering research gaps, indicating areas needing further exploration. Findings highlight the transformative potential
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of technology integration in streamlining communication, data management, and operational efficiency. The study
underscores the urgent need for an integrated approach and a culture of innovation within the healthcare sector,
emphasizing ongoing assessment and adaptation of technology-based strategies. While acknowledging limitations and
calling for further research, the study provides valuable insights into Bulgaria's healthcare disaster management
strategies and sets the stage for future investigations to refine and expand upon these strategies. It advocates for a
strategic framework guiding the efficient integration of technology into disaster management, aiming for resilient and
patient-centric healthcare systems.

Pedepar. Crpaterii ynpapiaiHHS HaI3BMYaiHUMM CcHUTyauisMu y cgepi oXopoHH 310poB'sS B KOHTEKCTi
TexHOoJOriyHuXx iHHoBamiii: mpukian boarapii. Bazos P.I'., Kana3ipeBa P., I'punbko T.B., Kpyncsknii O.I1. V
boneapii inmeepayiss mexnonoziti ma iHHOBAYilU MAE SUPIWLATbHE 3HAYEHHSA O PO3GUMKY CMAN020 YNPAGIIHHA
HAO36UUAUHUMU CUMYayisimMu 'y cepi 0XOpoHu 300p0o6's, NOKpawjenHs peazy8anHs HA HAO036uyauni cumyayii ma
GIOHOGIECHHS, A MAKOJC MIHIMI3Ayil 00620CMPOKOGUX €KONO2IYHUX | COYIanbHUX Hacliokie. Mema odocniodicenns —
OYIHUMU BNIUE CYUACHUX MEXHOJNO2IYHUX [HHO8AYIN HA eeKmueHICMmb YNPAaGIiHHA HAO36UUAUHUMU CUMYAYISIMU 6
0xopoHi 300pos’s Boneapii 3 akyenmom na meduuni ingopmayitini cucmemu (MIC), menemeduyurny, meneoxopomy
300p08’s, eNeKMPOHNY OXOPOHY 300PO0G'sl, eNeKMPOHHI MeOUYHi KaApmKy, WMyYyHutl I[Hmeiexm, niamgopmu
2PoMaodcvKo20 36'A3Ky, a makodic besnexy i Konpioenyiinicms oanux. L{i innosayii, 3a ymosu ix egpexmusnoi inmeepayii,
MOACYMb 3HAYHO NOCUTUMU 20MOBHICMb | cnpomodicHicms boneapii 0o peacysanws, nidguwumu egexmugHicmo i
SMEHWUMU 8NJIUE H4 HABKOIUWHE cepedosuule 8 pasi Hadzsuuaunux cumyayit. Cnienpays 3 mexHoI02IYHUMU eKcnep-
mamu, HAyKo80-0OCHIOHUMU YCIMAHOBAMU Md MINCHAPOOHUMU OP2AHIZAYIAMU MAE 8AHCUGe 3HAYEHHS OJiA YCHIUHOT
imniemenmayii. JJocaiodcenns mae Ha Memi OYiHUmMu, SIK Yi MEexXHOA02I MONCYMb NIOSUWUMU eheKMUBHICNb YAPAGIIHHS
HAO3BUYAUHUMU  CUMYAYIAMU, 3ACMOCOBYIOUU  MEeMOOUYHULL NIOXI0 3 BUKOPUCAHHAM CUCEMAMUYHUX 0219018
aimepamypu. Cucmemamuyni 020U 1imepamypu 6UKOPUCMOGYIOMb MOYHI Kpumepii 6i000py ma oyinKu 00CIiONCeHb
071 3MEHWEHH ST YNEePe0INCeHOCH, CUCIEMAMUYHO 30Upaiody ma ananizyiouu 0ani pisHux 0ocaiodcens, wob 3anpo-
NOHY8amu HAYKOBO OOIPYHMOBAHI GUCHOBKU. Bonu maioms eupiwianivhe 3nauenus Ol GUAGIEHHS NPOAIUH Y
00CHIOMNHCEHHSX, BKA3VIOUU HA cepu, sKi nompebdyroms nodaivuioco ugueHHs. Pesynvmamu 00cniodicenHs 0eMoH-
Cmpyoms mpancQOpMayiiHuLl NOmeHyian iHmeepayii mexHon02itl 0isk ONMUMI3ayii KOMyHIKayii, ynpasninHs OaHuMU
ma onepayitinoi epexmusHocmi. Y 00CaioNceH i NIOKPeCcieHo Ha2auibHy nompeoy 6 KOMNIEKCHOMY nioXo0i ma Kyibmypi
iHHOBAYIL y CEeKMOpPI OXOPOHU 300P08's, HA20I0ULYIOUY HA NOCMINHIT OYiHYl ma adanmayii cmpamezitl, 3ACHOBAHUX HA
mexHoN02iAx. BusHaouu oomedceHHs | 3aKIUKary 00 NoOaIbuux 00CaioxHceHb, ¥ pobomi HAOAHO YIHHY IHGopmayio
npo boneapcoki cmpamezii’ YApasiiHHi HA036ULAUHUMYU cumyayiamu y cghepi 0XopoHu 300p08's i CmeopeHo 0CHO8Y Ois
MAuOYmHix 00CHiOHCeHb, CHPAMOBAHUX HA YMOYHEHHA [ posuwlupeHHs yux cmpameeii. Taxooc HazonrouieHo Ha
He0OXIOHOCMI CMBOPEHHS CIMPAMEIYHUX PAMOK 0I5l ehekmueHol inmezpayii mexHonozil 8 ynpasiinus Kamacmpoghamu,
CNPAMOBAHUX HA CINBOPEHHS CIIUKUX | OPIEHMOBAHUX HA NAYIEHMA CUCMEM OXOPOHU 300P08 5.

In an era where technological innovation plays a
pivotal role in shaping healthcare outcomes [5, 23],
the importance of integrating advanced technologies
into healthcare disaster management cannot be
overstated [1, 29]. The use of digital health techno-
logies in disaster management is a promising area, but
more research is needed to understand their resilience
and effectiveness [26]. The impact of digital trans-
formation on national disaster management systems
is profound and requires a new set of disaster-context
determinants [2]. Interdisciplinary education and
training, such as the EmTASK Course, are crucial for
disaster risk reduction [33]. Hospital disaster risk
management can be improved through a range of
strategies, including organizational-managerial, pre-
ventive, preparedness, response, and recovery stra-
tegies [4]. Researchers have proposed a number of
strategies for healthcare disaster management in the
context of technological innovation. Hillol Bala with
colleagues proposes to develop an integrated IT
architecture, universal data warehouse, web-based
disaster communication and coordination, an IT-
enabled disaster support system, and standardized IT-
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enabled disaster response processes [6]. Madanian
and Parry presents a framework that integrates the
Internet of Things, cloud computing, and big data to
provide accurate and efficient medical care during
disaster phases [28]. Lokmic-Tomkins with col-
leagues emphasizes the need for climate-resilient
digital health technologies [26], and Quiram with
colleagues addresses the use of information techno-
logy and data systems in disaster preparedness for
health care and the general public [32]. Together,
these strategies emphasize the potential of technology
to improve disaster response and health care delivery.

This article attempts to answer the question: How
technology innovations, such as e-Health, Tele-
medicine, Artificial Intelligence, and data security
measures, be effectively integrated into healthcare
disaster management strategies to enhance the
resilience and efficiency of the healthcare system in
Bulgaria, while ensuring equitable access, ethical
considerations, and environmental sustainability?
Thus, the purpose of this study is to evaluate the
impact of current technology innovation strategies on
improving emergency management effectiveness to
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optimize communication, data management and ope-
rational efficiency through an integrated approach to
evaluate and adapt strategies based on innovative
technologies in the health sector.

MATERIALS AND METHODS OF RESEARCH

Systematic Literature Reviews (SLRs) were cho-
sen in this academic research for several key reasons.
SLRs provide a thorough and comprehensive over-
view of existing research on a particular topic. This is
essential for understanding the full scope of what has
been studied, the findings of different researchers,
and the gaps in knowledge that still exist. Unlike
traditional literature reviews, SLRs follow a rigorous
and predefined methodology. This includes clearly
defined criteria for selecting and evaluating research,
which helps minimize bias in the review process. By
systematically gathering and analyzing data from a
range of studies, SLRs provide evidence-based
insights. SLRs are instrumental in identifying gaps in
existing research. By synthesizing what is already
known, they highlight areas where further inves-
tigation is needed. In many fields, SLRs are used to
help policymakers and practitioners make well-
informed decisions. The structured approach of SLRs
enhances the reproducibility and transparency of the
research process. By documenting the search stra-
tegy, inclusion and exclusion criteria, and methods of
analysis, SLRs allow other researchers to understand
and replicate the review process. For researchers and
students, conducting an SLR is a valuable exercise in
critical thinking, research synthesis, and academic
writing. It helps in developing skills that are essential
for academic and professional growth. In summary,
the use of Systematic Literature Reviews is crucial for
providing a clear, unbiased, and comprehensive
understanding of existing research, which is essential
for advancing knowledge, informing policy, and
guiding future research directions.

This methodology is widely used across various
academic disciplines, especially in the fields of health
sciences, social sciences, and education. Here is a
detailed description of the SLR process that we used
in this article. The first step involves clearly defining
the research questions the SLR aims to address. These
questions are specific, measurable, attainable, rele-
vant, and time-bound (SMART). A protocol is
established which outlines the methods that will be
used throughout the review. This includes inclusion
and exclusion criteria for studies, databases, and other
sources searched keywords for the search, and
methods for data extraction and analysis. Searching
for Literature involves a comprehensive and syste-
matic search of relevant databases and sources to
gather as much pertinent literature as possible (The
depth of literary search in our study was 30 years).
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Common databases include PubMed, Scopus, Web of
Science, and others, depending on the field of study.
The following terms were used in databases searches:
"health system", "health disaster management",
"e-health", "telemedicine", and "strategies for
health". For example, in the Scopus database for the
period 1993-2023, records of 118,840 documents
were found. Moreover, if in 1993 there were only 400
publications that dealt with this topic, in 2023 there
are 12037 such publications indexed. Further we
excluded from the search publications that were not
open access, published in books, book series or
conferences — the number of indexed documents
amounted to 59625 articles. In the next step, we
excluded publications that were not published in
Europe. We considered this important because the
frequency and characteristics of health emergencies
differ qualitatively between continents [13]. Over a
period of 0 years, 10560 papers were published in
Europe that met these restrictions, with 87 articles
published in Bulgaria. After we excluded the articles
that were clearly technical in nature and this allowed
us to limit the sample to 8002 documents, with only
507 articles dealing with decision making and emer-
gency management in public health. Next, we
analyzed titles, abstracts, and full texts to determine
relevance to our research task. A total of 703 studies
(8.79%) were selected to analyze the major themes,
patterns, and finding that were relevant to our
research question. At the final stage, we compiled the
SLR, followed by a discussion of the findings and
their placement in the context of the existing literature
and research questions. This procedure was also
performed for articles indexed in PubMed and Web
of Science databases, but we found significant
overlap between the findings. Therefore, we do not
present the results of literature selection for analysis
from PubMed and Web of Science databases in this
article. The algorithm is repeated in full, and the
results obtained were similar.

RESULTS AND DISCUSSION

1. The role of technological innovations in
Healthcare Disaster Management Strategies

Strategies for healthcare disaster management are
pivotal in ensuring the resilience and adaptability of
health systems during unexpected events [7, 20].
When it comes that technology innovation, these
strategies can be particularly impactful, offering solu-
tions that can rapidly adapt that changing circum-
stances and demands [8]. When tailoring healthcare
disaster management strategies with technological
innovations specifically for Bulgaria, it is crucial that
consider the nation's specific challenges, resources,
infrastructure, cultural nuances, and regional threats.
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A key element of these strategies is eHealth, based
on which processes can be managed more adequately
based on real data, quantitative and qualitative
indicators. Electronic data is a reliable means of
performing objective analyses, and this, in turn, will
allow proper upgrading, planning and refinement of
the system in a way that satisfies patients, profes-
sionals and society in general [41].

The term "electronic health care" came into use at
the end of the 90s of the 20th century. The develop-
ment of information technologies allows them to
enter the field of health care.

Gunther Eysenbach [18] defines e-Health as “a
field at the intersection of medical informatics, public
health, and business, concerned with health care and
information provided or distributed via the Internet
and related network technologies. By this term, the
author understands not only technical development,
but also a state of mind, a way of thinking, an attitude,
and a solution for networked, global thinking to
improve health care at the local, regional, and global
level through the use of information and com-
munication technologies.

World Health Assembly adopted resolution
WHAS58.28 [40] defines eHealth as “the cost-effective
and secure use of information and communication
technologies in support of health and health-related
fields”. The resolution calls to "mobilize" multisectoral
collaboration for determining evidence-based e- health
standards and norms, that evaluate e- health activities,
and that share the knowledge of cost-effective models,
thus ensuring quality, safety and ethical standards and
respect for the principles of confidentiality of
information, privacy, equity and equality".

Eysenbach [18] emphasized the integration of
medicine, informatics, and business, whereas the
World Health Assembly [40] places a strong empha-
sis on economic efficiency and safety. The 5-year gap
between these definitions suggests a transition from
purely technical challenges to the realms of safety and
economic viability in implementing this idea. This
temporal evolution indicates the dynamic nature of
issues arising from the convergence of healthcare,
informatics, and business. Additionally, it under-
scores the importance of adopting a holistic approach
that addresses both technical and socio-economic
aspects for successful integration.

World experience [3, 19] confirms that through
high-tech information solutions applied in healthcare,
optimal use of resources — financial, material and
human — can be achieved in the healthcare system and
reduction of inefficient costs. Van Gemert-Pijnen
[36] claims that: “e-health development must be
holistic, evidence-based, and people-centered; it must
take into account how people live within their own
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environments and respond that stakeholders' needs.
With such solutions, greater transparency is created - it
is possible to follow the activity as much as possible
and to limit redundant procedures”. Along with this,
the efficiency and quality of the provided health ser-
vices increases, the patients' awareness of their treat-
ment activities increases [ 10, 27]. It is also of particular
importance to improve the relations of those employed
in the health sector, their mutual awareness when
conducting the treatment and its results [9].

For these reasons, it is considered that electronic
health care is an essential tool for ensuring the
effective functioning of the health system [31]. A key
measure is integration and connectivity in the field of
health care, through the construction of a national
health information system and ensuring citizens'
access to the system through an electronic identifier.
Ongoing adjustments in service management are
required to enhance its effectiveness and alignment
[11]. The unified healthcare information system is the
basis on which the development of healthcare crisis
management will stand. E-health with its main
components — for example, e-health record, e-pre-
scription, e-referral, telemedicine, etc. are key to the
implementation of a sustainable Al-based health
crisis management system. Wootton et al. examine
that “improved collaboration between networks could
help attenuate the lack of resources and improve
sustainability” in a study of the health-related uses of
information and communication technologies (ICT)
in low - and middle-income countries [39].

According to Vinarova & Mihova, electronic
health care is an intensively developing field in which
medical informatics, public health care, the provision
of health services and information through the use of
modern information and communication technologies
interact [37]. According to the modern understanding,
electronic health care is a complex of measures based
on an organizational, technological, and legal frame-
work and covering the whole aspect of functioning of
the health system [15]. In this sense, eHealth encom-
passes not only technological development but also a
global thinking approach to improve health services
at local, regional, and global levels.

The basic principles on which Strategies are based
for Healthcare Disaster Management in the context of
Technology Innovation:

e Efficiency — one of the main goals is to
increase the quality and volume of the services
offered in healthcare;

e Equal access — enabling all citizens to access
medical information via the Internet. Promoting a
new type of relationship between citizens and health
institutions, where decisions are made with the
participation of both parties;
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e  Adequate training of health personnel [35]
who use the information from the information system;

e Interoperability of information systems in the
various spheres and activities in health care [42];

e  Equal quality of health services, regardless of
the territorial location of the medical facility and
social status of the patient [22];

e Inspires, motivates, provides emotional com-
fort and a sense of security and, as a result, employee
commitment; creates and implements a model of
behaviour adopted in organizations [24];

e  Ethics — new forms of relationship between
patient and doctor are created, poses new challenges
and ethical problems in relation to online practices,
informed consent, confidentiality, etc.

Electronic healthcare has been identified as one of
the main priorities in European development plans
[17]. Initiated by the European Commission, a Euro-
pean Health Data Space is being established in 2022
to promote access to health data for research and
innovation on new preventive strategies, as well as on
disease diagnosis and treatment to improve health
outcomes, while ensuring that citizens have control
over their own personal data. The European Health
Data Space (EHDS) aims to make the most of the
potential of digital health to deliver high-quality
healthcare and reduce inequalities [27]. The improved
collection and use of safe health data with security
could improve monitoring and prevention systems, as
well as improve people's ability to better understand
and engage with their own well-being through a range
of applications and tools.

2. Assessment of Current
Infrastructure in Bulgaria

2.1. National Health Information System in
Bulgaria

The National Health Information System (NHIS)
is an integrated information system that collects,
processes and stores information on the health of the
population in Bulgaria. It was established by the
Health Act and is maintained by the Ministry of
Health (MoH). NHIS includes data on electronic
health records of all citizens, as well as information
obtained from registers, databases and systems main-
tained by the Ministry of Health, its subordinate bud-
get managers, medical facilities, the National Health
Insurance Fund (NHIF), insurance companies, etc.

From 2020 until now, a number of modules and
functionalities of NHIS have been developed and
implemented, including:

e Health Information Portal (HIP) — provides a
single-entry point for accessing NHIS. Access to
electronic health records, applicable standards and
specifications for data exchange and ensuring inter-
operability, and up-to-date information on the

Technological
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development of the system's technical capabilities
and functionalities are provided through the HIP.

e A unified environment for the exchange of
medical data, health information standards and
nomenclature — is the core of the NHIS and through
it the integration of the system with multiple software,
such as medical software, NHIF, National Council on
prices and reimbursement of medicinal products and
other key institutions in the healthcare environment,
is carried out. To achieve interoperability of informa-
tion systems in health care, national nomenclatures
have been developed and introduced, which are
mandatory for use in the health care sector in relation
to medical information and its exchange in real time.
In addition to nomenclatures, health information
standards have also been introduced, through which
the exchange of medical information is carried out.

e Electronic medical file (EMF)/Electronic
health record (EHR) — a key module of the NHIS,
which ensures the maintenance of all records relevant
to the health of citizens, by collecting and processing
all essential information related to the health of
citizens, regardless of the type of medical facility and
the source of funding. The purpose of the EMF/EHR
is to provide citizens and medical professionals with
health information that is relevant in the process of
diagnosis, determining a therapeutic plan, as well as
providing rehabilitation. The module stores
information about the origin of the data, at the record
level, as well as a complete history of actions.

e Electronic prescription and electronic referral
modules — provide standardized services for prescri-
bing and dispensing medicinal products, medical
devices and dietary foods for special medical pur-
poses and issuing and fulfilling medical referrals.
Information from prescribed and issued electronic
prescriptions and issued and completed electronic
referrals is stored in the citizens' health records.

e Subsystem for the collection of information
from hospitals (SCIH) — collects data from medical
facilities for inpatient and out-of-hospital care
regarding hospitalization/ dishospitalization events of
patients. The purpose of SCIH is to cover the entire
activity of medical facilities for hospital care, inclu-
ding the creation of a database containing medical-
statistical and financial data for hospitalized patients
and for hospital outpatients.

e System for monitoring and control in health
care (DWH — Data warehouse) — provides an oppor-
tunity for analysis and inquiries based on the
available modules and data in the NHIS, with which
the process of making management decisions can be
supported. Based on the data obtained from the
performed medical activities, the system allows a set
of dynamic and static inquiries.
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The purpose of the NHIS is to provide citizens and
medical professionals with access to up-to-date and
reliable health information, which will contribute to
the improvement of health care in Bulgaria.

2.2. Integrated information system of the NHIF

The integrated information system (IIS) of the
National Health Insurance Fund (NHIF) is designed
to support the implementation of its functions and
work processes. It contains information on all par-
ticipants in the health insurance system in Bulgaria,
including medical facilities, pharmaceutical compa-
nies and control bodies.

IIS consists of the following systems:

e The integrated informative system (IIS) of
the national health insurance fund (NHIF) stores all
the information about the health insurance system and
is intended for automation on working one’s proces-
ses related to receipt and payment on medical services
on health insurance persons in Bulgaria. With stems
from the following basic modules: Electronic
reports — module for collection, processing and
storage on the electronic ones reports on the contr-
actual partners of the NHIF. Preliminary and sub-
sequent control — module for doing preliminary and
subsequent checks on performed medical services.
The electronic ones reports everything submitted
from the contractual partners of the NHIF, including
performers on medical assistance, laboratories, phar-
macies, etc. The reports everything sign with quali-
fied electronic signature (QES) and send in xml
format remote in the custom informative system
(CIS) of the NHIF. The reports everything download
in the corresponding regional health insurance cash
register (RHICR) and se import into IIS. After the
closing of the reporting period, the information
everything transfers automatically in the PIS.

e  The personalized information system (PIS) of
the National Health Insurance Fund (NHIF) is
designed to provide access to health information to
health insured persons in Bulgaria. PIS is accessible
through digital certificates or unique access code
(UAC). The PIS contains information from the Inte-
grated Information System (IIS) of the NHIF, the
HOSP_CPW system, which is used to manage
contracts with medical facilities, the online reported
activities of GPs, health facilities, laboratories, and
pharmacies. The information in the PIS is stored
centrally in the NHIF and is used to create a patient
file. The patient file includes personal information
about the patient, including name, address, telephone
number and health fund number, information about
the patient's previous registrations with a general
practitioner, information about the activities per-
formed and reported by the general practitioner,
specialist doctors, hospitals, laboratories, pharmacies,
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and doctors of dentistry. PIS has implemented web
services for data transmission and communication
between the information system of the NHIF and the
information systems of the various medical care
contractors. This allows the PIS to receive information
about the activities performed by the medical care
providers in real time and is of key importance for the
development of healthcare disaster management
systems. New features are planned to be added, such
as the ability to share information between different
medical professionals caring for the same patient.

e HOSP CPW - system for managing
contracts with medical institutions. It is intended for
collecting and processing information about
hospitalizations and discharges in medical facilities in
Bulgaria. The system is centralized and works in two
modes. Data transmission mode - in this mode,
medical facilities daily submit data about hospitalized
patients in XML format. The data is submitted
through the PIS system of the National Health
Insurance Fund (NHIF). Data processing mode - in
this mode, the NHIF processes data from medical
institutions and checks their validity. The information
collected by HOSP_CPW includes the following,
patient details including name, address, telephone
number and health fund number, details of the
medical facility where the patient is hospitalized,
details of the patient's illness or injury, details of the
medical procedures performed. HOSP CPW is an
important part of the health insurance system in
Bulgaria. It provides the NHIF with information
necessary for payment of the medical services
provided in the medical facilities. HOSP_CPW is
connected to other information systems of the NHIF,
including IIS, PIS and civil registration and admini-
strative services. This allows the HOSP _CPW to
obtain information about the health status of patients
and the medical procedures performed from other
sources. HOSP_CPW is under development. New
features are planned to be added in the future, such as
the ability to track patients' treatment progress.

e  Health portal of the NHIF — a portal that pro-
vides information about the health insurance system
to citizens and medical professionals [30].

e  Registration system of hospitalization and
dehospitalization events — a system for collecting
data on hospitalizations and dehospitalizations in
medical facilities.

e  Specialized information system for business
analysis (SISBA) — a system for analyzing data from
IIS.

e [IS is an important part of the health insurance
system in Bulgaria. It provides the NHIF with the
necessary data and tools for effective work and control.
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IIS is an integrated system, which means that its
various modules work in sync and exchange data with
each other. This allows the NHIF to obtain a
comprehensive picture of the health insurance
system. The IIS has been developed in accordance
with national framework agreements, the Health
Insurance Act, and other regulatory frameworks.

The other systems included in the national health
information system are:

e Information System for Registration and
Tracking of Received Calls (ISRTRC)

e The National Registry of Invasive Car-
diology (NRIC)

e National Information System to Combat
COVID-19

e The electronic system for the purchase of
medicinal products for the needs of medical
institutions in the Republic of Bulgaria;

e The Specialized Electronic System for the
Tracking and Analysis of Medicinal Products;

e Information systems for follow-up and treat-
ment of patients with tuberculosis, patients with HIV
and patients with viral hepatitis;

e Information system for collecting and ana-
lyzing data on the incidence of influenza and acute
respiratory infections in Bulgaria;

e Information system for collecting and analy-
zing data on the incidence of measles, mumps and
rubella in Bulgaria;

e Information system for surveillance of acute
flaccid paralysis in Bulgaria;

e  Electronic system Medical Expertise;

e National information desk (HELPDESK) for
biocides, on the basis of Art. 16 of the Law on Protec-
tion from the Harmful Effects of Chemical Sub-
stances and Mixtures, resp. Art. 81, par . 2 of Regula-
tion (EU) No. 528/2012;

e  The system for control activity and inspection
of objects and products;

e  Electronic platform for maintaining the Na-
tional Pharmacy Card;

e  Unified information system for monitoring
personnel in health care.

2.3. Basic problems

In Bulgaria, there are a number of registries and
databases in the field of healthcare, which are mana-
ged by public and private entities. The regulation of
these registers and databases is scattered in various
legal acts, which leads to legal uncertainty, restric-
tions on access to and exchange of information and a
lack of sufficient guarantees for citizens' data.

The main public administrators of registers and
databases in the health sector are the Ministry of
Health (MoH), the National Health Insurance Fund

24/Tom XXIX/2

(NHIF), the National Center for Public Health and
Analyzes, the Regional Health Inspections, the
Medicines Executive Agency, and Executive Agency
"Medical Supervision". Some registries and data-
bases are managed by medical facilities and other
private entities.

In relation to some of the registers and databases,
a requirement has been introduced to maintain
interoperability and an automated interface providing
the information in a machine-readable format through
which it can be used by other information systems.
For other registers and databases, there are no legally
established requirements regarding the form, content,
and security of the information.

In some cases, the exchange of information between
medical care providers and public authorities is
regulated, but in other cases there is a lack of legally de-
fined channels, standards, and technical requirements.

The Health Insurance Act [25] stipulates that the
NHIF store data on the insured persons for a period
of 5 years after the end of their health insurance and
data on the contractors — for a period of 5 years after
the expiration of the relevant agreement with the
NHIF. The Health Insurance Act lists six specific
purposes for which data related to the health-insured
person may be used.

In addition to the above, administrative bodies,
medical facilities and other organizations with public
functions are covered by the Cyber Security Act
(CSA) and should comply with its requirements.
Scattered and unsystematized regulation that leads to
legal uncertainty, restrictions on access to and
exchange of information and lack of sufficient
guarantees for citizens' data. Absence of legally
established requirements regarding the form, content,
security of information for some registers and data-
bases. Lack of legally defined channels, standards,
and technical requirements for information exchange
between medical care providers and public autho-
rities. Limited scope of permissible purposes for data
processing for health insured persons.

Citizens' control over their own data is a funda-
mental element of the eHealth system. In Bulgaria,
there are a number of regulations that guarantee this
right, but they are scattered in various legal acts and
are not fully aligned with the General Regulation for
the Protection of Personal Data (GDPR).

According to the HL [21], citizens have the right
to access their health information, which is stored by
medical institutions. In addition, the citizen has the
right to receive a copy of the health information,
which may be in electronic form [12]. However, the
Law on Health Insurance does not specify the
conditions under which access, and provision of

221



COIITAJIbEHA MEULIIHA

copies may be carried out. The possibility for patients
to manage their own data is also not regulated.

According to the Law on Health Insurance,
insured persons can receive information about medi-
cal and dental services used by the NHIF in the last
five years. This happens according to the Internal
Rules for issuing a unique access code to the perso-
nalized information system of the NHIF, adopted by
the NHIF. In practice, electronic access to this infor-
mation can be done with the help of a digital certi-
ficate (qualified electronic signature), a unique access
code issued by the NHIF, or an individual identifica-
tion code issued by the National Revenue Agency.

It is necessary to envisage mechanisms to ensure
real and effective control of citizens over their own
personal data by creating prerequisites for the exer-
cise of their rights, including the use of such data for
research and statistical purposes. In addition, the
security of citizens' personal data should be guaran-
teed during the exchange of information between
participants in the electronic health care system.

The multi-layered structure and lack of a
systematic approach when creating the legal frame-
work leads to gaps and contradictory interpretations
when applying the existing rules. Lack of a com-
prehensive and well-structured legislative approach
to the creation of an appropriate and effective legisla-
tive environment in the field of e-health leads to
insufficient definition and regulation of e-health as a
priority area.

There are a number of problems that hinder the
development of e-health care (Telemedicine, Electro-
nic prescription, Electronic health record, Electronic
health card) in the country. The general regulation of
e-governance does not guarantee the right of access to
health care in an electronic environment, especially for
cross-border health care. For example, according to the
Law on Electronic Identification, only Bulgarian
citizens and foreigners who have a single civil number,
respectively the personal number of a foreigner, have
the right to an electronic identifier. Pursuant to the
Electronic Government Act, citizens of an EU member
state are identified by their national electronic
identifier in accordance with the act under Art. 12,
paragraph 8 of Regulation (EU) No. 910/2014 [16].

Another important problem is that no appropriate
regulatory framework has been created for tele-
medicine. Telemedicine has the potential to improve
the quality of medical care, provide adequate follow-
up of patients outside hospital and outpatient settings,
reduce hospital stays and treatment costs. But at the
moment, the scope of medical assistance under the
mandatory health insurance does not explicitly
include the various services that could fall within the
scope of telemedicine. In addition, there are no
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established rules, order, and standards for the pro-
vision of health care at a distance to ensure access to
and quality of services. Accordingly, there is a lack of
adequate regulations for the implementation of state
control over medical services provided at a distance,
and for the professional responsibility of the persons
engaged in the provision of such services.

The third problem is that there are shortcomings in
the regulatory framework for the protection of health
information. The Health Act contains special pro-
visions in relation to the protection of health infor-
mation, including explicit grounds on which its dis-
closure is possible. However, some of these grounds
(e.g., for the needs of the Ministry of Health, NHIF,
NSI) are formulated in general terms and, depending
on the specific situation, may lead to problems.

It is necessary to take measures to improve the
regulatory framework in the field of electronic health
care in Bulgaria. For example, expanding the scope
of the right to an electronic identifier to include all
citizens of Bulgaria, regardless of their nationality.
Creation of appropriate regulatory framework for
telemedicine to guarantee access to and quality of
services, as well as to ensure adequate protection of
patients. Clarifying the grounds for disclosure of
health information in the Health Act, ensuring that
these grounds are in line with the requirements of
Regulation (EU) 2016/679 (GDPR). There is a need
to create a national health data registry to ensure more
efficient management and access to health infor-
mation. Regulations to address issues related to the
use of artificial intelligence in healthcare.

The e-prescription is a set of services allowing the
prescription and dispensing of medicinal products,
medical devices, and dietetic foods for special medi-
cal purposes electronically by a medical professional
and collecting data for subsequent processing. It
covers medicines paid in full or in part by the NHIF.
An electronic prescription is a digital version of the
standard paper prescription. Electronic prescriptions
are sent over the Internet at the moment they are
written, and in this way the entire process of
purchasing the drug is facilitated, and the possibility
of making mistakes and deformations in this activity
is significantly reduced.

Electronic Prescription aims to build a centralized
online system that covers the activities of prescribing
and dispensing medicinal products, medical devices,
and foods for special medical purposes. This includes
the registration, execution, and management of e-
prescriptions.

An electronic prescription creates conditions: to
improve the control over prescribing and dispensing
medicinal products, medical devices and foods for
special medical purposes; make it easier for patients
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and doctors — if a mistake is made when prescribing
the drugs, it can be corrected immediately without
having to visit the doctor again; receiving drugs takes
place in real time; allows to analyze the needs,
problems and benefits of its introduction into the
NHIF system, to exercise effective control over inco-
ming information, the behavior of doctors and
patients, the expediency of prescribing drugs.

The electronic health record is part of the NHIF's
information system. It aims to make it easier for
patients to access their health records and offers new
electronic services — notification of health services
and due examinations via text and email, online
switching of GPs and more. The goal is to provide
citizens and medical professionals with summarized
medical information that is relevant in the process of
diagnosis, determination of a therapeutic plan, as well
as in the conduct of treatment and rehabilitation.

In the electronic medical file, medical data for
each patient is recorded and stored — general health
information, data from examinations, treatments
carried out, medical interventions, outpatient sheets,
laboratory tests, directions and prescriptions issued,
territorial expert medical commission decisions, data
on blood donations, including and of blood plasma,
and now also a certificate of vaccination against
Covid-19, etc. Each patient has access to his file
through the health information portal of the NHIS —
through a qualified electronic signature. Typically,
data from patients' electronic health records are auto-
matically transferred to specialized medical registries
based on certain criteria.

The medical file includes all medical events for
a person, regardless of whether they are initiated by
a health fund, national programs, or private health
insurance. Simultaneously with the creation of an
electronic health file, the system also generates a
unique personal identification code (PIC) of the
person in a format that prevents the extraction of
personal data from it. The personal identification
code is immediately communicated to the person
by electronic message in the manner specified
by him.

The benefits of implementing the electronic file are:

e for the patient — facilitating access to medical
information for contractual partners and access to the
patient's health information in real time;

e for NHIF — control of spent public funds, real
assessment of the value of medical services, effective
expenditure of funds and timely planning and fore-
casting of the budget;

e for doctors — accurate, rich, and timely infor-
mation for making an informed decision. For the file
to start working in full volume and collecting elec-
tronic information, the other modules of the health
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information system, such as referrals and pres-
criptions, must also work in full.

It is of particular importance to anticipate what
access to the health record will be. Since the elec-
tronic health record contains sensitive information,
there is a need to use different storage systems to
prevent unregulated access and abuse. In addition, it
is regulated under what conditions and who will have
access to it in order to protect the patient's informa-
tion, its storage, transmission to different medical
professionals when necessary and to have visible
benefits for the patient from its electronic storage. In
all cases, however, access must be secure and there
must be a very clear possibility of absolutely
establishing that the one currently accessing the
system is the person who is authorized to do so: an
authorized physician or the patient himself.

As part of the general information system, the
presence of the patient file allows to raise the level of
service to a qualitatively new level, ensuring the
exchange and availability of data for the patient
regardless of where he is located. Through it, in ad-
dition to convenience and cost savings, the various
medical service providers achieve continuity in the
follow-up of the patient.

The electronic health card is an element of the
complex information and telematics infrastructure in
the health system. The degree of its use can be an
indicator of the level of e-healthcare in the country.
The presence of an e-card for the management of the
health system means a very well-synchronized me-
chanism of interaction in technical and organizational
terms between hospitals, general practitioners, health
funds, pharmacies. The introduction of such activities
presupposes the presence and maintenance of a
serious telecommunications infrastructure — reliable
applications for communications in networks and
distributed systems, working specialized health and
pharmacy systems at all levels, established standards
and registers, a legal framework, and transparent
financial calculations for the various activities.

Usually, the electronic health card is a plastic card
with a microprocessor (chip) on which the patient's
health data is recorded. Any health insured person can
use this card to be served by the personal doctor, enter a
hospital for treatment, go to the dentist and buy
medicines at the pharmacy without carrying any other
documents with them, such as referrals, prescriptions,
research results and the like. In practice, the electronic
health card is the "health passport" of the insured person,
which contains complete information about the medical
condition of the insured person, past illnesses, presence
of allergies, blood type, contacts of relatives, etc.

The electronic health record serves for real-time
control over the consumption of a given type of
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medical service, which can limit potential abuses to a
certain extent. In addition, the electronic health record
guarantees access to the patient's own medical record
at any time, thereby improving the control over the
providers of medical care.

In 2021, a system for electronic prescriptions was
introduced in Bulgaria as a means of reducing
unnecessary personal contact with medical facilities,
after which a system for electronic referrals and
electronic health records was introduced later in the
year. Electronic health records and medical data for
each patient are recorded and stored in the system,
incl. about examinations, treatment, prescription
forms, laboratory tests, referrals.

The implementation of electronic health care
creates an opportunity to carry out online more admi-
nistrative and health services in the sector, provides
real and fast access to the patient to information about
his own health, improves the interconnections
between the individual levels of the system and along
the chain of the various providers of medical services.
As a final result, the implementation of the e-health
project allows to improve the quality of medical
services and increase the efficiency and control over
the spending of public funds for health care.

The unification and systematization of the regu-
lation of registers and databases in a single normative
act will lead to greater clarity and efficiency in the
application of legislation in this area. Setting specific
requirements regarding the form, content, security of
information for all registers and databases will ensure
that the information is reliable and secure. Regulating
the exchange of information between healthcare pro-
viders and public authorities will facilitate the
provision of quality healthcare and public health
monitoring. Expanding the permissible purposes of
data processing for health insured persons will allow
the data to be used for better medical decisions.
Setting specific conditions for access and providing
copies of health information to citizens will ensure
that citizens have access to their health information
and can use it to make informed decisions about their
health. Regulating the ability of patients to self-
manage their own data, including by allowing them
to choose which third parties have access to their
information, will give patients more control over their
personal information. The implementation of security
measures to protect citizens' personal data in the
exchange of information between participants in the
electronic health care system will ensure that citizens'
personal data are protected from unauthorized access
and use. The implementation of these recommen-
dations will contribute to the creation of a more
effective and modern national legal framework in the
field of health care.
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One solution is to create a special law or ordinance
to govern this area. This law or regulation could
define the basic concepts and principles related to
Healthcare Disaster Management, as well as to
establish rules for the provision of health and ad-
ministrative services through electronic means. In
order to further develop the regulatory framework of
the NIS, a new regulation can be adopted that will
regulate in more detail the structure, functions and
rules for the functioning of the system. This regu-
lation could introduce new requirements for security
and data protection, as well as expand access to
information from the NHIS for citizens and other
interested parties.

In order to protect citizens' rights to their own data,
a new regulation could be adopted to regulate the
rules for citizens' access to and control over their own
health data. This regulation could require entities that
collect and process health data to provide citizens
with access to their information and give them the
ability to control how that information is used.

In order to regulate the secondary use of informa-
tion and data for research, statistical and other
purposes, a new regulation can be adopted to regulate
this area. This regulation could determine which
entities are competent to authorize the secondary use
of health data and establish rules for such use.

2.4. What is expected from e-Health?

The introduction of electronic health care allows
more complete medical information to be provided to
health professionals. This will lead to full treatment
and, accordingly, to a shorter period of treatment, as
well as to a higher working capacity of people of
active working age.

An opportunity is created for effective communi-
cation between health professionals — increasing their
qualifications and more effective preventive and
curative activity. The population's access to health
information and transaction transparency [38] im-
proves, which leads to an increase in its medical
culture, contributes to the achievement of the effect
of preventive medicine, and hence — a reduction in the
risk of morbidity.

In the era of digitization, patients have become
active participants in the healthcare process, serving as
controllers of transparency within the health system.
As individuals seeking medical care, we now have the
ability to observe and track various aspects of our
healthcare journey. This includes monitoring pres-
cribed medications, assigned examinations, and con-
ducted tests. Additionally, the digitalization of health
records eliminates the need to navigate from one
specialist to another, as our comprehensive medical
history is easily accessible. All this allows forming a
scientific and methodological basis for effective
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design, creation, management and development of
multi-level systems with human participation [34].

In this environment, the attention of the
participants in the healthcare system — medical staff
and patients — is focused on the quality of perfor-
mance of the main activities related to medical care,
and the performance of the activities related to the
provision of information activity is provided to the
relevant specialists and IT the companies.

In addition, the construction of an integrated
information environment ensures and guarantees an
interoperable automated exchange of medical and
other information and data between the participants at
all levels of the system — personal physicians, spe-
cialized medical care, and hospital care.

According to the Strategy, the full introduction of
ICT in all types of health services will make it
possible to build a National Health Information Sys-
tem (NHIS) [14]. The following will have the right to
use the services of the NHIS free of charge: citizens
(in an established manner), medical and health
facilities, NHIF, insurers and insurers, and others for
which it is provided for in a normative act.

The construction of the NHIS covers:

e Development and implementation of a legal
framework regulating electronic health care;

e Introduction of national nomenclatures and
health information standards;

e Centralized storage, management, and
exchange of medical information in real time between
all participants in the healthcare sector:

e Electronic medical file/Electronic health record;
Electronic prescription and Electronic referral;
Integrated public and official registers;
Construction of a monitoring and control sys-
tem in healthcare;

e Building a subsystem for collecting informa-
tion from hospitals;

e Single sign-on for citizens is authentication.

e Construction of a health information portal for
citizens' access to medical information;

e Provision of electronic administrative services
in the sector.

The goal is to create a unified information plat-
form in the healthcare sector, guided by the following
principles. Every participant in the sector contributes
information about activities regulated by the appli-
cable regulatory framework. Each participant re-
ceives the necessary information, and every event is
recorded. Health information is transmitted in real-
time, ensuring semantic, syntactic, and technical
interoperability.

NHIS covers all participants and main information
flows in the "Healthcare" sector: electronic health
record (patient file); Electronic prescriptions (e-pres-
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criptions); Electronic directions (e-directions); Unified
health information portal providing public information.

The unified health information portal provides
citizens and users of medical services with controlled
access to their personal electronic health records
(patient files), including the history of issued e-
Prescriptions and e-Directions.

In Bulgaria's healthcare landscape, multiple re-
gistries and databases managed by both public and
private entities exist, but their regulation is frag-
mented across various legal acts. This fragmentation
results in legal uncertainties, limited access to
information, and insufficient data security measures.
While some databases adhere to interoperability
standards and automated interfaces for data exchange,
others lack clear requirements, leading to disparities
in information handling. Moreover, the absence of
standardized channels and technical guidelines for
data exchange between healthcare providers and
public authorities exacerbates these challenges.

Citizens' rights to control their health data are
enshrined in scattered regulations, yet alignment with
GDPR standards remains incomplete. Although
legislation guarantees access to health information
stored by medical institutions, specific conditions for
access and data management by patients are lacking.
Furthermore, the absence of a comprehensive legi-
slative approach hampers the development of e-health
initiatives such as telemedicine, electronic pre-
scriptions, and health records. These gaps in regu-
lation hinder the integration of electronic healthcare
services and the establishment of robust data
protection measures.

To address these issues, a unified regulatory
framework is imperative. Consolidating regulations
into a single normative act would enhance clarity and
effectiveness in implementation. Standardizing
requirements for all databases, ensuring secure data
exchange, and expanding permissible data processing
purposes would bolster information reliability and
citizens' rights. Additionally, clear provisions for
patient data access and control, alongside robust
security measures for data exchange, are crucial for
fostering trust in the electronic healthcare system.
Implementing  these recommendations  would
establish a modern and efficient legal framework
conducive to advancing e-healthcare in Bulgaria.

CONCLUSION

1. In the rapidly evolving field of healthcare,
technological innovation stands out as a beacon of
potential and promise. Digital health records, tele-
medicine, data analytics, infrastructure resilience, and
communications platforms — each of these compo-
nents not only offers specific benefits, but also
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collectively mark a paradigm shift in how health care
is delivered, accessed, and experienced.

2. The integration of these strategies underscores
the democratization of access to health care, ensuring
that regardless of geographic, economic, or social
barriers, quality care remains within reach. For
example, the digital transformation of health records
ensures that patient records are not tied to physical
files or specific locations, but can move seamlessly
across systems and borders. Telemedicine, on the
other hand, eliminates the physical gap, ensuring that
expert consultations are a click away, even in the
most remote corners.

3. Data analytics and predictive modeling are
shifting the healthcare narrative from a reactive to a
proactive stance. Rather than simply reacting to
healthcare crises, the focus is shifting to predicting
and preventing them. The ability to anticipate disease
outbreaks or patient trajectories based on historical
and real-time data can revolutionize preventive
healthcare, reducing the burden on healthcare systems
and improving population health.

4. Infrastructure resilience ensures that these
innovations are housed in a robust environment that
can withstand challenges, whether natural disasters or
cyber threats. In an era where data breaches can have
consequences as severe as traditional disasters, the
importance of resilience cannot be overemphasized.

5. Communication platforms act as threads that tie
these components together, ensuring that the exchan-
ge of information between doctor and patient or
between different healthcare systems remains seam-
less, secure and efficient.

6. While the benefits of this integration are varied,
it is important to recognize the challenges and
proactively address them. Challenges such as data
privacy, technology adaptation, regulatory frame-
works, and the digital divide cannot be ignored.
However, through the collaborative efforts of policy
makers, healthcare professionals, technologists, and
the public, these challenges can be addressed.

7. Looking to the future, the convergence of emer-
ging technologies such as artificial intelligence, aug-
mented reality and the Internet of Things (IoT) with
healthcare promises even more transformative change.
The future of healthcare is not just about treating
disease, but holistic wellness that is data-driven,
technology-driven, and centered on the patient.

8. In conclusion, as we stand on the cusp of a
revolution in healthcare, it is critical to embrace these
innovations, invest in their potential, and collectively
work toward a future in which quality healthcare
becomes a universal truth, not a privilege.
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